FINANCIAL OPERATIONS

UNIVERSITY POLICIES AND PROCEDURES
OF MIAMI

DEPARTMENT:
lj FINANCIAL OPERATIONS

GENERAL BUSINESS POLICIES

BSF-065 LEGAL ACTIONS AND DOCUMENT RETENTION

PURPOSE

This policy applies to all University employees and sets forth requirements for record retention and
preservation when the University has been informed of a potential or current Legal Action (as defined
below).

For routine record retention in the ordinary course of business, see University policies on management,
retention and disposition of University records.

DEFINITIONS

“Legal Action” may include several different events, which would trigger the University’s duty to
preserve documents and information. Legal Actions involving the University may include but are not
limited to:
e Notification of an investigation and/or audit of the University by any state or federal
governmental agency;
e (Claim(s) made against the University;
e Commencement of a lawsuit (complaint) against the University;
e Circumstances have arisen where a claim or lawsuit against the University is highly likely to be
made;
e Claims filed against the University with an administrative agency;
e A notice of intent to commence a medical malpractice action against the University and/or one
of its physicians;
An charge of discrimination filed with an administrative agency against the University;
Demand letters sent to the University;
Preservation letters requesting that the University preserve records; or
The University is considering, planning, or has commenced an investigation or lawsuit of its own.

“Legal Hold” involves the University’s duty to place a freeze or to stop destruction of all records (paper
or electronic) upon notification of a Legal Action.

POLICY:

The University has a duty to preserve information relating to Legal Actions. University records may not
be destroyed upon notification of a Legal Action, even if the purging of records is otherwise permitted
by University policy.
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When notification is received by an employee of anything that the employee reasonably believes may
constitute Legal Action, as defined by this policy, the employee must contact his/her supervisor. The
supervisor must then forward the oral or written notice of the potential Legal action to the General
Counsel’s Office (GCO). The GCO will then confirm that the notice constitutes Legal Action pursuant to
this policy and will instruct the supervisor to take immediate action within their school, division, center
or department to preserve records pertinent to the Legal Action. In addition, the GCO (or a GCO
designee) shall send a Legal Hold directive to all identified potential record custodians.

When notification is received directly by the GCO, upon confirmation that the notice constitutes Legal
Action, as defined by this policy, the GCO (or a GCO designee) will send a Legal Hold directive to all
identified potential record custodians.

The Legal Hold directive overrides any records retention or destruction policy that may otherwise
require or permit for the transfer, alternation, disposal or destruction of documents and information
(whether in electronic or paper format). Once a Legal Hold directive has been issued, documents and
information subject to the Legal Hold may not be transferred, altered, disposed, or destroyed until the
Legal Hold is formally released by the GCO.

Individuals who have been notified of a Legal Hold may not alter, dispose of, or transfer or destroy any
documents or information that falls within the scope of the Legal Hold. Violation of the Legal Hold may
subject the individual to disciplinary action, up to and including dismissal, as well as potential legal
sanction by the applicable court or law enforcement agency.

PROCEDURE

DUTY TO PRESERVE:

All employees of the University who become aware of a Legal Action or any information that suggests
the duty to preserve documents and information may be triggered or otherwise implicated, must
promptly inform the GCO.

The ultimate determination as to whether the duty to preserve documents and information has been
triggered and whether and to what extent, a Legal Hold directive will be initiated, is a legal judgment,
which shall be made at the professional discretion of the GCO.

SCOPE OF LEGAL HOLD:

The GCO (or a GCO designee) will work with the applicable University departments(s) and
employee(s) to identify relevant sources of documents and information related to the scope of the Legal
Action. Potential sources of documents and information may include but are not limited to:

(i) Email messages and their attachments in both hard copy and electronic
copy, which are stored on University servers, computer hard drives,
and/or mobile devices, such as blackberries, iphones, ipads, tablets, PDAs,
cellphones, etc. This includes mailboxes stored on the network mail
servers, individual archived emails (PST files) and printed hard copies of
email messages.
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(ii) User created files such as word processing documents, spreadsheets,
powerpoint presentations and image files, which may be stored on the
hard drives (“C Drives”) of computers or on network shared drives.

(iii) Hard copy files;
(iv) Database systems;

(v) Other information held or stored in locations as determined by the results
of individually conducted information surveys (ex. information stored on a
CD-ROM or DVD, thumb drives, removable hard drives, magnetic media,
home computers, internet servers, etc.); and

(vi) Other electronic or hard copy information stored in electronic or hard
copy format that are under the custody and control of the University.

All key University record custodians involved in a Legal Hold may be asked to complete an Information
Survey to assist in identifying sources of potentially relevant documents and information. All key
University record custodians shall provide such information in a timely manner.

CONTACT INFORMATION

Office of the General Counsel
1320 S. Dixie Highway, Suite 1250
Coral Gables, FL 33146

(305) 284-2700
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PURPOSE



This policy applies to all University employees and sets forth requirements for record retention and preservation when the University has been informed of a potential or current Legal Action (as defined below). 



For routine record retention in the ordinary course of business, see University policies on management, retention and disposition of University records.This policy establishes a framework for understanding the specific types of contracts, review processes, signature authority and insurance required before a contract may be executed on behalf of the University.



Contracts create a legally binding obligation on the University.  In order to clarify expectations and mitigate risks, the University has established a Contract Process Policy.  All faculty and staff must adhere to this policy and procedures when considering a formalized agreement with outside parties. The purpose of this policy is to ensure the proper review and execution of contracts and to minimize the University’s exposure.



DEFINITIONS



“Legal Action” may include several different events, which would trigger the University’s duty to preserve documents and information.  Legal Actions involving the University may include but are not limited to: 

· Notification of an investigation and/or audit of the University by any state or federal governmental agency; 

· Claim(s) made against the University; 

· Commencement of a lawsuit (complaint) against the University; 

· Circumstances have arisen where a claim or lawsuit against the University is highly likely to be made;

· Claims filed against the University with an administrative agency;

· A notice of intent to commence a medical malpractice action against the University and/or one of its physicians;

· An charge of discrimination filed with an administrative agency against the University;

· Demand letters sent to the University;

· Preservation letters requesting that the University preserve records; or 

· The University is considering, planning, or has commenced an investigation or lawsuit of its own. 



“Legal Hold” involves the University’s duty to place a freeze or to stop destruction of all records (paper or electronic) upon notification of a Legal Action.





Contract: A contract is a legally enforceable agreement between two or more parties.  A University contract is any agreement between the University (including any of its subunits such as Schools, Divisions, Departments, Centers, University employee, etc.) and another party, which is intended to have a legal effect, whether or not it is titled “contract” or an “agreement” or untitled.  An agreement may be a binding contract even though one party provides something of value to the other party at no charge.  A contract may involve a commitment of University funds, facilities, personnel, other resources, in the University’s name, or it may be a commitment for the University to give up a right it otherwise may have. Examples of University contracts include, but are not limited to: 

· Agreements for the purchase, lease or rental of goods or services; 

· Nondisclosure agreements; 

· Agreements which set the terms for gifts; 

· Liability waivers; 

· Releases; 

· Letters of intent (LOI) or collaboration; 

· Clinical service agreements; 

· Athletic agreements; 

· Settlements; 

· Licenses; 

· Memorandum of understanding (MOU) or cooperation;

· Research agreements; 

· Contracts with hotels or other facilities; 

· Assignment of the right of a person, group or agency to use the University name, logo or resources; 

· Student or faculty exchange programs.



Delegation of Signature Authority:  Authority is granted to individuals to execute contracts on behalf of the University as approved by the President and the Sr. Vice President for Business & Finance and CFO as stated in policy BSJ-115 Purchasing and Contracting Authority. If an employee signs a contract which he or she is not authorized to sign, the employee will have acted outside the scope of his or her authority as an employee and doing so may result in disciplinary action, up to and including dismissal.  



Ethical Standards: The University is committed to the highest standards of ethics, honesty, and integrity. University employees are expected to act at all times in the best interest of the University. See Business Conduct & Ethical Standards for Faculty and Staff.



Contracting Departments:










POLICY:





The University has a duty to preserve information relating to Legal Actions.   University records may not be destroyed upon notification of a Legal Action, even if the purging of records is otherwise permitted by University policy. 



When notification is received by an employee of anything that the employee reasonably believes may constitute Legal Action, as defined by this policy, the employee must contact his/her supervisor. The supervisor must then forward the oral or written notice of the potential Legal action to the General Counsel’s Office (GCO). The GCO will then confirm that the notice constitutes Legal Action pursuant to this policy and will instruct the supervisor to take immediate action within their school, division, center or department to preserve records pertinent to the Legal Action.  In addition, the GCO (or a GCO designee) shall send a Legal Hold directive to all identified potential record custodians.

When notification is received directly by the GCO, upon confirmation that the notice constitutes Legal Action, as defined by this policy, the GCO (or a GCO designee) will send a Legal Hold directive to all identified potential record custodians.  



The Legal Hold directive overrides any records retention or destruction policy that may otherwise require or permit for the transfer, alternation, disposal or destruction of documents and information (whether in electronic or paper format).  Once a Legal Hold directive has been issued, documents and information subject to the Legal Hold may not be transferred, altered, disposed, or destroyed until the Legal Hold is formally released by the GCO.  



Individuals who have been notified of a Legal Hold may not alter, dispose of, or transfer or destroy any documents or information that falls within the scope of the Legal Hold.  Violation of the Legal Hold may subject the individual to disciplinary action, up to and including dismissal, as well as potential legal sanction by the applicable court or law enforcement agency.

Individuals wishing to initiate contract negotiations must have the approval of their respective Dean, VP, Department Chair or Center/Institute Director.  All contracts must be reviewed for business terms and conditions by one of the contracting departments defined above prior to review by other administrative units.  The contracting department will obtain additional approvals as required.  



For purposes of this policy, the term contract refers to the various agreements enumerated under definitions (above) as well as those listed in Appendix A.  This policy excludes: contracts for the purchase of real estate or for construction; employment contracts; gift agreements and affiliation agreements with fundraising organizations; managed care contracts; HIPPA and Human Subject Research Collaboration Agreements.  See Appendix B for contact information for excluded contracts.



Prior to submitting any contract to the contracting department the employee/department initiating the contract is responsible for determining whether:

· The contract language is clear and consistent with respect to the activity being undertaken.

· The contract accurately and completely reflects the current state of negotiations, including agreed upon business terms.

· The contract meets programmatic requirements and the goals of the Division/Department.  Fees for services should be supported by an approved budget or business plan.

· The Department can ensure compliance with the obligations the agreement places on the University.

· The contract or agreement does not present impermissible conflict of interest as stated in Purchasing policy BSJ 025 or Sponsored Programs policy C8.



After approval of the contract, the employee/department is responsible for:

· Assuring that a copy of the fully executed contract has been returned to the appropriate Contracting department to be retained in the applicable University – contract database.

· Assuring ongoing compliance with the terms of the contract including deliverables and record retention





PROCEDURE:



DUTY TO PRESERVE:

All employees of the University who become aware of a Legal Action or any information that suggests the duty to preserve documents and information may be triggered or otherwise implicated, must promptly inform the GCO. 



The ultimate determination as to whether the duty to preserve documents and information has been triggered and whether and to what extent, a Legal Hold directive will be initiated, is a legal judgment, which shall be made at the professional discretion of the GCO. 

STEP 1. Identify the Activity or Type of Contract

Contracts must be submitted first to the appropriate contracting department depending on its classification.   See Contract Authority Contact Sheet (Appendix A).  The contracting department will obtain other departmental reviews as necessary.



SCOPE OF LEGAL HOLD:

The GCO (or a GCO designee) will work with the applicable University departments(s) and employee(s) to identify relevant sources of documents and information related to the scope of the Legal Action.  Potential sources of documents and information may include but are not limited to:



(i) Email messages and their attachments in both hard copy and electronic copy, which are stored on University servers, computer hard drives, and/or mobile devices, such as blackberries, iphones, ipads, tablets, PDAs, cellphones, etc.  This includes mailboxes stored on the network mail servers, individual archived emails (PST files) and printed hard copies of email messages.



(ii) User created files such as word processing documents, spreadsheets, powerpoint presentations and image files, which may be stored on the hard drives (“C Drives”) of computers or on network shared drives.



(iii) Hard copy files;



(iv) Database systems; 



(v) Other information held or stored in locations as determined by the results of individually conducted information surveys (ex. information stored on a CD-ROM or DVD, thumb drives, removable hard drives, magnetic media, home computers, internet servers, etc.); and



(vi) Other electronic or hard copy information stored in electronic or hard copy format that are under the custody and control of the University.



All key University record custodians involved in a Legal Hold may be asked to complete an Information Survey to assist in identifying sources of potentially relevant documents and information.  All key University record custodians shall provide such information in a timely manner.

STEP 2. REVIEW

 

1. It is preferred that a University authorized form agreement/template be used. If there is an applicable form agreement/template available, the department must communicate to the contracting party that this is the preferred method of conducting business with the University. Form agreements/templates are specifically designed to protect the University and facilitate the review process. Departments should contact the Contracting departments to discuss creation of templates for commonly encountered situations. 



2. When the other entity/party does not accept or makes changes to a University contract template, the terms and conditions of the contract must be reviewed by the appropriate contracting office (Office of Research Administration, Purchasing, Intellectual Property and Licensing, Financial Operations). Contracts prepared and submitted by the other entity/party are not easily amended and increase the turnaround time necessary to review requirements and negotiations.



3. All contracts must be accompanied by a signed and completed Contract Approval Cover Sheet. Non-research related contracts use the cover sheet found at the Finance and Treasury website http://www.miami.edu/finance/index.php/treasurer/areas/business_services/form_contracts/ and for research related contracts use cover sheet found at the Office of Research Administration website http://uresearch.miami.edu/?p=101&s=24.



4. The Contract Cover Sheet requires that the submitting employee certify he or she has read the agreement, understands its terms, and has followed University procedures in submitting the contract and seeking its approval.  It also must include:

a) A statement explaining the purpose of the contract.

b) The approval of the Dean, VP, Hospital Administrator or Department Chair.

c) The other party contact information.

d) If the contract is a renewal of a previously approved contract or is a University form agreement, it should be signed by the vendor or other party before submitting to the appropriate contracting office.

e) The term of the agreement.

f) If the contract is a renewal or extension of a previously approved contract, include prior versions.

g) If submitting a contract from the other party/company, the contract must be in MS Word and in an unlocked format.



5. The appropriate contracting department, as listed in page 2, will determine if the contract needs additional reviews including but not limited to:

a) General Counsel

b) Export Control

c) Controller 

d) Risk Management



6. Specific contracts require additional approvals if they involve any of the following: 

· Contracts involving legal service, retention of outside counsel or settlement agreements must be reviewed and executed by the Office of the General Counsel.

· Banking and financial agreements must have approval of the Treasurer’s office.

· Contracts with an accounting/audit, business process consulting, or tax firm must have approval of the Controller. 

· All acquisition of software, hardware and /or service must be approved by Information Technology.

· Public relations firms or communications consultants must be approved by University Communications.



7. Insurance Requirements and Certification – The University recommends certain levels of insurance coverage for all parties entering into a contract or agreement.  Vendor insurance requirement can be found in the Risk Management web site, http://www.miami.edu/finance/index.php/risk_management/vendor_insurance_requirements/.  Contracting parties should attest to such coverage requirements by providing a Certificate of Insurance naming the University of Miami as an “Additional Insured.”



Any event on or off campus at which alcohol will be served must also be approved by the Office of Risk Management before a contract can be executed. Such contract may also have additional insurance requirements as determined by the Office of Risk Management.



STEP 3. EXECUTION OF CONTRACT



The University has an established signature authority and approval policy which governs the execution of contracts on behalf of the University. The signature of one of these officers or administrators is required on any contract binding the University according to Policy BSJ 115. https://www6.miami.edu/policies_procedures/Purchasing/PDF-Version/BSJ-115.pdf

No University personnel, other than those who have specific authorization, may sign any agreements and/or contracts on behalf of the University. Administrators who have delegated authority to execute agreements and/or contracts shall ensure that:

· The transaction conforms to all University policies and procedures

· There are no conflicts of interest among the parties to the transaction

· Liability to the University is minimized through an assessment of risk and insurance requirements

· The contract provides reasonable legal protection for the University



Once the agreement is acceptable, it will be executed on behalf of the University and returned to the requester for the other entity/party necessary signatures. A copy of the fully executed agreement should be returned to the appropriate contracting department to be held in the applicable University - contract database



REFERENCES:



a) Signature Authority Policy – Purchasing BSJ 115

b) Conflict of Interest  Policy- Purchasing  BSJ 025

c) Conflict of Interest Policy  - Sponsor Programs C8

d) Business Conduct and Ethical Standards for Faculty and Staff

e) Fraud Policy – Controllers B-003

f) Internal Controls Policy – Controllers B-002

g) Gift Agreements – Advancement Policy F16





POLICY OWNER:CONTACT INFORMATION

Office of the General Counsel

1320 S. Dixie Highway, Suite 1250

Coral Gables, FL 33146

(305) 284-2700







The Office of Financial Operations is the primary source of information, education and assistance to faculty and staff on this policy.






APPENDIX A

CONTRACT AUTHORITY CONTACT SHEET



		TYPE OF CONTRACT

		CONTRACTING DEPARTMENT

		CONTACT INFORMATION



		Financial Operations (Non Procurement)

Affiliation Agreements

Confidentiality/NDA (non research or technology transfer)

Facility Use Agreements

International Agreements

Internships

Licensing (non IPSL or Real Estate)

MOU/Collaboration  (non research)

New Revenue Stream

Observership

Performance Contracts

Photography/Filming Location Release

Physician Agreements

Professional Service Agreements

Releases

Retainers

Revenue Agreements

Service Agreements

Settlements

Sponsorships

Student and Faculty Exchange Programs

Use of University Name, Logo or Marks

Volunteer Agreements

		Financial Operations



		1320 South Dixie Hwy

Gables One Tower, 

Suite 1230

Coral Gables

305-284-9793

contracts@miami.edu





		Intellectual Property Strategy & Licensing (IPSL)

Assignments 

Collaboration

Confidentiality and Non Disclosures (NDA)

Equity

Intellectual Property

Inter Institutional

License & Amendment

License/Patents/Royalties

Material Transfer (MTA) – Non grant related, no animals studies and no clinical trials

Option

Power of Attorneys (POA)

Startups/Operating Shareholders Agreements

		Intellectual Property Strategy and Licensing (IPSL)



		1400 NW 10th Avenue

Dominion Towers, 

Suite 1200

Miami Campus – R64

Tel: 305 243-5689

Fax: 305 243-3510





		Office of Research Administration (ORA)- 

Clinical trials

Data Transfer

Master Research Agreements

Material Transfer Agreements (MTA) – Research related and involve transfer of funds, animals or human subjects 

Research Collaboration Agreements

Research Confidentiality Agreements

Research Memorandum of Understanding (MOU)

Research/Ancillary Service Agreements & related equipment loan or purchase

Subcontracts (inbound/outbound research)

Teaming (Research)

		Office of Research Administration (ORA)

		1400 NW 10th Avenue

Dominion Tower,  

Suite 1040A

Miami Campus – R45

305-243-7704

cris@med.miami.edu

mra@med.miami.edu





		Purchasing

Consulting Agreements

Hotel Contracts

Lease or Rental Agreements

Letters of Intent

Loan or Trial Equipment

Maintenance Agreements

Purchase Agreements

Services Agreements

Software License

		Purchasing



		1320 South Dixie Hwy.

Gable One Tower, 

Suite 1230

Coral Gables

305-284-5751

305-243-3666

Purchasing@miami.edu













































APPENDIX B

EXCLUDED CONTRACTS

		TYPE OF CONTRACT

		RESPONSIBLE DEPARTMENT

		CONTACT INFORMATION



		Gift agreements Affiliation 

Agreements with fundraising organizations

		Advancement

		1320 South Dixie Highway

Gables One Tower, Suite 300

Coral Gables

305-284-2888



		Leases (related to Real Estate)

Licenses (related to Real Estate)

Property Use Agreements

Property Purchase & Sale Agreements

Construction Contracts

		Real Estate













Facilities Design and Construction



		1320 South Dixie Highway

Gables One Tower, Suite 705

Coral Gables	

305-284-6950







1535 Levante Avenue

Facilities Administration Bldg.

Coral Gables
305-284-6726



		Employment Contracts

		Human Resources











Faculty Affairs – Coral Gables









Faculty Affairs - Medical





		1320 S. Dixie Highway  
Gables One Tower ,Suite 100 
Coral Gables

305-284-3798

hraa@miami.edu



1252 Memorial Drive

140 Ashe Building

Coral Gables

305-284-3386

Facultyaffairs.cg@miami.edu



1611 NW 12th Ave, Suite J

Park Plaza Garage

Medical Campus - D-26

305-243-5574



		HIPAA Data Use Agreements 

HIPAA Business Associate Agreements

		HIPAA Privacy & Security

		1150 NW 14th Street

PAC, Suite 409
Medical Campus - M879

305-243-5000

hipaaprivacy@med.miami.edu



		HIPAA Research  Data Use Agreements 

Human Subject Research Collaboration Agreements



		Human Subject Research Office (HSRO)

		1400 NW 10th Ave.

Dominion Tower, Suite 1205J

Medical Campus – R64

305-243-7587



		Managed Care Agreements

		Managed Care and Business Development

		1150 NW 14th Street

PAC, Suite 702E

Medical Campus - M854

305-243-2870
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